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a feasibility study of using search-based approaches to maximize the possibility §f

exposing interference bug pattern in multi-threaded systems. We frame our thesis hypothesis

as : - (eoove Lo {0 alsbrect-

’%rch based techniques CaMed effectlvely to generate test data to expose interfe-

rence condition in multi-threaded systems
From the related work we found out three major challenges of using search-based approaches :

1) Cl/ Formulating the original problem as a searnil problem, C?/' Developing the right
fitness function for the problem formulation, &) CB/ Finding the right (scalable) search-

based approach using scalability analysis. Before studying multi-threaded systems, we

a preliminary study on how these challenges can be addr single-threaded systems, as
we feel that our findings might be applicable to the more complex multi-threaded systems.
In our first study, we address the problem of generating test-data for raising divide-by-zero
exception in single-threaded systems using search-based K&e’ggg&, %hlle ,;deressmg C1, C%
and C3. We find that the three challenges are important and shewuld be addressed. Further,

we found that search-based approaches scale significantly better than random when the input
search space grows from very small to huge. Based on the knowledge obtained from the study,
we address our main problem of generating test-data to expose interference bugs in multi-
threaded systems using search-based approaches, while addressing the same challenges C1, C2/
and C3. We found that even in multi-threaded system; it is important to address the three
challenges, and that search-based approaches outperforms random when the input search-

space becomes 1arge In\amarﬁ\seﬁupﬂrseyﬁlkﬂfe\amsa&mm%ﬁ&m-eqmﬁy Thus, we

cemclrde 2 jeet our thesis hypei»has&s However further studies are necessary
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W CHAPITRE 1
Introduction

the

Multi-threading is

defines a separate path of €

rocess in which multiple threads run concurrently and each thread
ion McCarthy (1997). Thus, multi-threading 1s a specialized

form of multitasking. A thread is allest sequence of programming instructions that can

of a process by letting a thread exesute parts of~tfie process when another thread is blocked
or busy in a lengthy Calculat'0n¢ al) threads of a process share its resources and thus it is
more economical to create an text-switch threads. Multi-threading on a multiprocessor
system increases concurrency because different parts of a multi-threaded process can be

executed simultaneously on diff K ra

Multi-threaded systems ‘difficult to maintain. The major risks in multi-threaded systems
are related to shared memory access. A shared memory is memory that may be simultaneously
accessed by multiple threads with an intent to provide communication among them. In shared-
memory multi-threaded systems, the deterministic behavior is not inherent. When executed,
such systems can experience one of many possible interleavings of memory accesses to shared
data due to the scheduler being not synchronous or limited. An interleaving can result in
an indeterministic behaviour leading to data race or interference conditions being raised.
An interference condition in multi-threaded software system occurs when (1) two or more
concurrent threads access a shared variable, (2) at least one access is a write, and (3) the

threads use no explicit mechanism to prevent the access from being simultaneous.

Environment

[11

INPUT OUTPUT

—

Figure 1.1 Multi-threading @nvironment,
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Testing multi-threaded software Leris is a solution to expose the data-race and

ference bugs. ME{@E@M@ is important /to test a m @rhreade tem containing a npn-

cont gure [I.1) shows a multi-

er-

deterministic component so that it can directly obser
threaded environment where a Software Under Test (SUT) is a multi-threaded
running in a multi-t reaéted environment. If the environment does not change, a given inp
to the SUT x#éiatel produce the desired output. Although one has full control over the data
inputs, one cannot control the environment on which the SUT is running. The environment
consists of schedulers, cache, interrupts, and other programs running. A small change in any
of the parameters, like temperature of the processo; could influence the timings of the thread
execution and thus the scheduler. The scheduler, which is a part of the environment in which

the program runs, determines the way available threads are assigned to each program. As the

environment cannot be modified or controlled/yhefeNtor must\resarso indireet jpeans-to
“increase-the number ofschedulestestedAHus, the non-determinism due to the environment

inherent in multi-threaded systems, causes significant challenges by hindering the& ability to

create multi-threaded systems with repeatable results. The non-deterministic behatiour of

the environment of the systems might lead to an erroneous output being produced for a given

input and might lead to data-race or interference conditions

N Oftware with all possible input data and
(\9?(’ (LQ" environmental configurations, but this is practically not possible. Thu§ researchers detect

uncaught. Theoretically,
most of the bugs would be detected by testing a

gs by par e _input domain and testing the system with input data generated

However, the same test data might or might not det
non-deterministic of the

ative approaches like model

ﬂonl'vfz

ed systems. %zt they

have their own limitations' Model checking approaches are not scalable e. Ty
AoMrotsvale telargn_systoms— @mzﬁm*&// th 2t Howeoy,

T est-data generation is a solution to detect interfefence bugs in multi-threaded systems.

It maximizes the chances of exposing an error, A test data provides ## knowledge about
the most critical bugs to the testers. Tegt-data generation in program testing is the process
of identifying a set of test data satisfies a given testing criterion Korel (2003). A
random approach might provide a test data by chance at a minimum cost. Yet, exhaustive
program testing by random enumeration of a program’s input is unreliable and unlikely to
hit the target by mere chance in large input search space. In a small search space, a random
approach may suffice, but in a large search space, the probability of hitting the test target
by mere chance reduces significantly. Thus, researchers felttlianeedito deve@ tedgta

generation approaches whidh are more reliable‘ but costly and laborious as well. There is a

(A
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trade-off between choosing a simple byt inefficient vis-tevis complex but efficient approach.

Automation of test-data generatjon for multi-threaded software systems is complex be-
cause @# the interaction of the varigus threads at runtime#het can lead to various timings
and data access problems like dath race conditions and interference conditions. Testing a
multi-threaded system becomes difficult as testing requires the simulation of the inputs from
all the input domain partitions of {he program. A new level of complexity is added to the pro-
gram due to an exponential incregse in the number of possible run-time scenarios. Over the
years, researchers have tried using different input domain partitions |[Vagoun! (1996); Vagoun
et Hevner| (1997) to try various inputs on different processors to find a bug. Bm?/ltrhe_guccesses
have been lfmifgd because of the lhck of knowledge about which specific inputs expose bugs
faster. fec viead cefs

Search-based approaches have been effective in te@t generAtign for sofiware systems
over the years. Search-based approathes use heuristics t¢g/find splutjons to NP-hard or NP-
complete problems at a reasonable computational cost” They Are nof standalone algorithms
in themselves, but rather strategies ready for adaptation tg/specific pkoblems. For test-data

generation, the strategies involve the trapsformation of gest criteria to dQjective functions.

Test criteria are the benchmarks or standaxds againsfg/’which test procedures and outcomes
are compared. They are defined to guide theNgelegfion of subsets of the input\Jomain. An
objective function is an equation to be optimized ¥ven certain constraints and with variables
that must be minimized or maximized using/non-linéar programming techniques. Objective

functions compare solutions of the search with respect tosthe overall search goal. A fitness

McMinn, (2011]). Using this

information, the search is directed into potentialy promisingareas of the searchspace.

function is a particular type of objective function that is used §&Summarise, as a Mngle figure
of merit, how close a given solution is to ackieving the set goa(

Nothing prevents search-based approaches from bemgapplied both in single and multi-
threaded systems, but they have not been applied to multi-threaded systems yet. This thesis
contributes to the test-data generation for multi-threaded software systems to maximize the
chances of exposing interference bugyising search-based techniques. We want to analyse the

effectiveness of search-based approaches in multi-threaded systems.

Therefore, we painterwoad e thesis hypotlrevid): 15 et -
/ ot

Search-based techniques can be used effectively to generate test data to expose interfe-

rence condition in multi-threaded systems.

In our work, we want to study the effectiveness of using search-based approaches for ex-
posing interferencg condition in multi-threaded systems. From the literature study of search-
based approaches|R. Saravanan et Vijayakumar (2003); Lim et al. (2006); Fang et al. (2002]),
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w¢fTound three major challenges of using search/—based approaehe%

1. Cl,: Formulating the original problem as a search problem,
2. CQ, : Developing the right fitness function for the problem formulation
3. C3I: Finding the right (scalable) search-based approach using scalability analysis,

Before going to the study og multi-threaded systems, we carry out a preliminary study
to see the effect of various search-based approaches for exposing divide-by-zero exceptions in
single-threaded systems. We seek to find how challenges C1, C2/and C3 can be addressed when
search-based approaches are used for test-data generation in single-threaded systems, because
we feel that our findings from this study might be applicable to # multi-threaded systems.

We choose the problem of generating test data for raising divide-by-zero exception for single-

threaded systems, because divide-by-zero exception is one of the most frequently occurring
and common exception conditions(CLeveson (1995); IL (1996)} We follow the work byZTracey
et al.[(2000) and address the major‘challenges C1, C; and C3. For addressing challenge C1, we
formulate the problem of raising divide-by-zero exceptions as a branch coverage problem as
done by [Tracey et al. (20082. We improve the fitness function proposed by(Tracey et al. (2000)
tonaddress challenge C2.
to ;

single-threaded systems. We see which of the search-based approaches performs the best when

e address challenge C3 by using various search-based techniques

their relative performance and effectiveness to raise divide-by-zero exceptions for

the input search space domain (domain of the function to be optimized) is varied. We find
that in a small search space, all the approaches performs equally, but varies when the search

space increases. In a hyge search space, the search-based approaches performs much better

bg KIA)N(ro\(/
vith abstrack ...
the three

best among all.
Us\~2Rrermn the

hak
A owledge/we obtain from the first study regarding the imp

choose the problem of generating test data for exposing interference , as interference
condition is most frequently occurring and important bug in multi-threaded systems(liark
(1999); Software Quality Research Group, Ontario Institute of Technology! (2010). We address
challenge C1 by formulating the problem into an equivalent optimization problem by injecting
delays in the execution flow of each thread with the purpose of aligning in time different shared
memory access events. We proposeg novel fitness function supporting the problem formulation
to solve the optimization problen) to address challenge C2. For addressing challenge C3, we

the relative performance ofl the search-based approaches on maximizing the possibility

a



of exposing interference V@p&bﬁﬂm and find the best approach when the input domain was

e following subsections we explain the two studies, namely raising divide-by-zero
exception condition in single-threaded systems and exposing interference bug pattern in multi-

threaded systems.

sea p (e
lél Raising Divide-by-zero Exception Condition in Suigle Thread Software
Systems ? o) not « rtzq((7 1QQQQ(l«(¢
\Camg ac \((/\Sl codse

0. The program failure would resulf in an uncaught divide-by-zero exception. Such failures
might lead to catastrophic results (financial, human loss), as happened with 1996 Arianne

5 incident during which andncaught floating-point tenversign exception led to the rocket

self-destruction 40 seconds after launch. The exception hg#dling code of a system is, in ge-
neral, the least documented, teste9 and understood partileveson (1995), because exceptions

are expected to occur only rarely. Thus, it is important to solve the divide-by-zero exception
problem in to avoid system crash. The problem of raising divide-by-zero exception

for single-threaded software systems was reformulated by\Tracey et al. (2000}Z to avoid pro-
gram crash and generate test data to catch the divide-by-zero exceptions. They reformulated
the problem as transforming a target system so that the problem of generating test data
becomes equivalent to a problem of branch coverage. The possible divid <ZET0 (exceptu@
prone statements were transformed into branches using if-else statementlb.zz ;Mo

is"a condition involving a bo sst at luate el ogram _exe-

mmmesw Evolutlonary testing was then apphed to the

transformed system to generate test data by traversing the branches and firing the excep-

tions. [Tracey et al|(2000)) proposed a fitness function that would guide the flow by showing
how close a test input data is from reaching the test target (statement which is intended to
be reached). W%e fitness function for firing divide-by-zero exceptions by branch coverage
was solely guided by the branch distance. gﬁanch distance does not provide the knowledge

of how far an input data is from reaching the target and thus behav_eg like a random search.

Furthe} they_did not show how the various search-based approaches scale when the input
search space is varied: "(\’tnck‘/ e al. naet

In our first study, we take up the proszing divide-by-zero exception and solve
the limitations of [Tracey et al. (2000). We the three challenges C1, C2 and C3 to solve

the problem in the following manner/ ; /(/@ C1/: We use the formulation proposed by Tracey

et al.| (2000) to translate the divide-by-zero exception raising problem into a search problem,



\ using the improved fitness function.

on

% CQ/: We frame an improved fitness function based(he problem formulation using branch
distance and approach level to guide the search more effectively, and @) qu' We use various
search-based approachej like Genetic Algorithm, Hill Climbing, Simulated Anneahng #herel
Random Search, wj#h Constramt Programming to analyse their scalability when the input

/

search space is varied.
From the study we find that the three challenges C1, C2 and C3 are-ntpertant and
can be addressed for te@ta generation for single-threaded systems. Resultdsitew—that

jcalablhty analysis highlights the variation among the performance of the various search-

based approaches while solving the given problem. In our case, Genetic Algorithm performed
the best among all the search-based approaches. We suppose the challenges would be even
more important for multi-threaded systems when the situation is much more complex. Our

second study analyses the challenges in the context of t# multi-threaded systems.

Summary of thé\contributions

We analyse the praplem of generating test data to raise divide-by-zero exceptions for

single-threaded systems ik the context of the three challenges C1, C2 and C3 in the following

mannerﬂ :

1. C1/: We build on the wotk of [Tracey et al| (2000) and reformulate the problem of
raising divide-by-zero excepdon by wrapping divide-by-zero prone statements with a
branch statement (an if), whosy condition corresponds to the expression containing the

possible division by zero.

2. C2/: We propose a modified fitness f

approach level factor to the existing fithess function.

ction to the reformulated problem by adding the

arch-based approaches(hill climbing (HC),
(GA), and random search (RND), and

P) for exposing divide-by-zero excep-

3. C3/ : We analyse the scalability of various
simulated annealing (SA), genetic algorith
compare them with Constraint Programming
tions. We propose three variants of Hill Climbing. We further analyse the impact of

the varying the input search space on the performakce of the search-based approaches

1@.2 Exposing Interference Bué Waitdrn in Multi-threaded Systems

In multi-threaded systems, various threads interact with each other at run-time. When

the interaction happens a key problem becomes the lack of control over which the scheduld

execut@s kach time a program runs. Due to this lack of control, it becomes #¢my difficult to

112 4 interference and data-race. T}@'ﬁterference bué péttorinid-one the

\ﬁ ‘( } afe SoMe of
(SAGRIY] § slem (o




most common bugs in concurrent programs and also pe#twf the hardest to eradicate( Park
(1999); Software Quality Research Group, Ontario Institute of Technology (2010) Thus, it is
important to expose interference bugs as early as possible. In our work, we verify how search-
based approaches can be effectively used to maximize the chances of exposing interference
buépa@‘wma in multi-threaded s@lt4@te systems. Existing Work{ Musuvathi et al. (2007&) try
to solve the problem by checking all the possible thread schedules, which takes a lot of testing

effort amd, for large software systems, it is almost infeasible to test all the possible thread

£¢ G2

schedules € e
From the ptaviausstady?esd related work, we find that there are fhree challenges of using
search-based approacheéd(Cl, C% and C3jiwhidizaredmportant. @%kn!e(fnulti—threaded systems
are much more complex than single-threaded system; we want to apply the challenges on them
to see if the challenges can be addressed like in our first study (with single-threaded systems).
We want to see if we face additional challenges when handling multi-threaded systems, apart
from C1, C% and C3. Thu; we analyse the existing problem of exposing interference bug in
multi-threaded software system from a three challenges perspective in the following mannerf ;
W C]/ : We modify the problem formulation into a search problem by converting it into
an equivalent optimization problem of maximizing the chances of exposing interference bug(
patten in multi-threaded software systems by the injection of delays in the execution flow of
the threads. To the best of our knowledge, none of the previous work has solved the problem
from a search-based perspective or approached the problem by manufacturing specific thread
schedules and injecting delays. £2) C?/ : We formulate a novel fitness function based on
the problem formulation, &b AA) C3/ : We analyse the scalability of various search-based
techniques like Hill Climbing, Simulated Annealing, and Random Search to find the best
approach.

We perform our empirical study by running the programs under test (PUTSs) on a simula-
tion platform ReSH Beltrame et al|(2009)} which gives us full control over all the components

of the system for building a fully-parallel execution environment for multi-threaded programs.

We model an environment in which all the common limitations of a physical hardware plat-




We analyse the

Summary of the contributions

oblem of generating test data to expose interference bugs for multi-

threaded systems in th® context of the three challenges C1, Ci\ and C3 in the following

manner ({:

1.

1.1

: 034: We analyse the scalability of various search-based t

. We use a simulation environment ReSP to provide full control over al

C1 /é We modify the originalNormulation of the problem (checking all the possible thread
schedules to find interference biyg pattern) as a search problem of injecting delays in the
threads to maximize the chances of\exposing interference bug patterns in multi-threaded

software systems and align in time different shared memory access events.

C2{ : We develop a novel fitness function tosolve the optimization problem based on the
problem formulation and maximize the probability of exposing an interference bug and
align at least two write events occurring in twoar more threads that share the same

variable.

niques (random exploration
(RND), stochastic hill climbing (SHC), and simulated annealing (SA)) to find the best
search-based approach.
e components
of the system and run the PUTs (four synthetic programs and three real world appli-
cations, CFFT, CFFT6, and FFMPEG) and collect the exact times of each memory

access event.

Plan of the Thesis

The thesis is organized as follows/: Chapter 2 describes the various background notions

and previous works regarding search-based techniques and their use in test-data generation

for single and multi-threaded systems. Chapter 3 describes the approach and reports the

results obtained for single-threaded system. Chapter 4 describes the approach and reports

the results obtained for the multi-threaded systems. Finally,@hapter 5 concludes the thesis

and outlines t4e avenues for future work.
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Background
conbriem o net

In our work, we have generated test data using various search based\approag¢hes like Hill
Climbing, Genetic Algorithm, Simulated Annealing to obtain results and thusa
our thesis hypethesis. In this Chapt? we discuss ## the various tedreelegies' we used, like
sear@sed software engineering, te@a‘ca generatim} and fitness functions. In the followin

sectigns, we provide a brief oyéryiew of Yhe varmus se based\ approachesAnd their/us
sgttwa i i i in theTelevant domains.

4 Moy il taxct ()(ZSZK‘}D

2.1 Search Based Software Engineering

Search based software engineering (SBSE) seeks solution to software engineering problems
by reformulating them to search problems and applying metaheuristic search techniques to
these new search problems. Meta-heuristic search techniques are used to solve the problems
where the solution has to be found in large search spaces. They explore the large search
space iteratively and try to improve the current solution by using fitness functions. The final
solution obtained by using a metaheuristic search technique may not be the optimal solution
but it is usually close to the optimal solution.

Metaheuristic search techniques is preferred over others due to their ability to find exact
and perfect solutions to the large scale software problems. Other optimization techniques
like linear programming are not practical solutions for such large software systems. Resear-
chers mainly used metaheuristic search techniques for finding the optimal or near optimal
solutions to a problem within a large (possibly) multi-modal search. The reason being that
though specific analytic algorithms can perform a comparative analysis and find the better
solution among two candidate solutions, they cannot find the best solution among a number
of solutions.

The domain of the use of metaheuristic approaches has ranged from software testing Fer-
guson et Korel (1996)); |[Jones et al| (1998); Mueller et Wegener| (1998), requirements analysis
to software development. maintenance and restructuring |Mancoridis et al. (1998); Doval et al.
(1998). Metaheuristic approaches have gained immense popularity in the field of software tes-
ting. The techniques have been used in test data generation of software for many years and
this use of a meta-heuristic optimizing search technique to automate or partially automate

a testing task [McMinn| (2011) is known as search based testing. Search based testing relies
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on test data generation for software. Test data generation in program testing is the process
of identifying a set of test data which satisfies a given testing criterion Korel (2003). Test
data is generated based on test criteria. A test criteria is a benchmark or standard against
which test procedures and outcomes are compared [33]. In search based software engineering,
the solutions are found based on the framed fitness functions that guide the search. A fit-
ness function is a particular type of objective function that is used to summarise, as a single
figure of merit, how close a given design solution is to achieving the set aims. The role of
the fitness function is to guide the search to good solutions from a potentially infinite search
space, within a practical time limit McMinn| (2011)). The fitness function has two important
parts, the branch distance and approach level. The branch distance is taken from the point at
which execution diverged from the target structure for the individual. The branch distance
is computed for the alternative branch according to the corresponding predicate condition
McMinn et al| (2009). The approach level records how many conditional statements are left
way to the target McMinn et al.| (2009).

asizes the importance of the application of search based

unencountered by the individual o

Following important points e

approaches in software engineeri

1. Most search spaces involve ftware engineering are large and thus the fitness func-

tions should be such that it can be applied effectively in large search spaces.

2. Large search spaces may require thousands of fitness evaluations, that might in turn
affect the overall complexity of the software. Thus maintaining a low complexity has

always been a software engineering challenge.

3. Optimal solutions for software engineering problems are not evident, thus making the

importance of search based approaches more significant.

There are two main categories of metaheuristic search techniques, local search techniques

and evolutionary algorithms. Local search techniques are used on problems that :

1. can be formulated as finding a solution maximizing/minimizing a criterion among a

number of candidate solutions and

2. is possible to define a neighborhood relation on the search space.

Local search techniques move from one solution to the other in the search space till
finding an optimal (maybe local optimal) solution or reaching the stopping criterion. A local
search algorithm starts from a candidate solution and then iteratively moves to a neighbor
solution. Typically, every candidate solution has more than one neighbor solution. The choice
of moving to which neighbor depends on the policy defined by the search algorithm. In some

algorithms, only moving to an improving neighborhood is accepted. They may check which
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neighbor improves the solution more or may choose the first detected neighbor that improves
the solution without verifying the others. In some others moving toward a non improving
solution can happen according to a probability function.

Evolutionary algorithms (EAs) are search methods that take their inspiration from bio-
logical evolution such as reproduction, mutation, recombination, and selection. EAs evolves
a population of solutions. They start with an initial population that is randomly generated
and the population evolves in several steps. First a competitive selection is done to get rid of
poor solutions. Then the solutions with high "fitness” are "recombined” with other solutions
by swapping parts of a solution with another. Solutions may also "mutated” by making a
small change to a single element of the solution.

Harman et al| (2004) mentioned that a fitness function is an equation that guides the
search to improve the solution. Fitness functions are generated according to the problem
goal. In fact we translate the problem criteria to the fitness function. The definition of fitness
function is not always straightforward. There is no exact approach or standard that shows
how a fitness function should be defined for a problem. We are sometimes obliged to define and
try several fitness functions to find an appropriate one. When the search algorithm generates
a new solution, it evaluates the solution by calculating the fitness. The algorithm uses the
calculated fitness either to verify if the solution has been improved and if it can be accepted
as the current result (hill climbing) or to rank the solution against the other ones (genetic

algorithm).

2.1.1 Genetic Algorithm

A genetic algorithm emulates biological evolution to solve optimization problems. It is
formed by a set of individual elements (the population) and a set of biological inspired opera-
tors that can change these individuals. According to evolutionary theory only the individuals
that are the more suited in the population are likely to survive and to generate off-springs,
thus transmitting their biological heredity to new generations. In computing terms, gene-
tic algorithms map strings of numbers to each potential solution. Each solution becomes
an individual in the population, and each string becomes a representation of an individual.
The genetic algorithm manipulates the most promising strings in its search for an improved
solution. The algorithm operates through a simple cycle :

— Creation of a population of strings

— Evaluation of each string

Selection of the best strings

— Genetic manipulation to create a new population of strings
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Figure[2.1|shows how these four stages interconnect. Each cycle produces a new generation
of possible solutions (individuals) for a given problem. At the first stage, a population of
possible solutions is created as a start point. Each individual in this population is encoded
into a string (the chromosome) to be manipulated by the genetic operators. In the next
stage, the individuals are evaluated, first the individual is created from its string description
(its chromosome) and its performance in relation to the target response is evaluated. This
determines how fit this individual is in relation to the others in the population. Based on each
individual’s fitness, a selection mechanism chooses the best pairs for the genetic manipulation
process. The selection policy is responsible to assure the survival of the fittest individuals.
The manipulation process applies the genetic operators to produce a new population of
individuals, the offspring, by manipulating the genetic information possessed by the pairs
chosen to reproduce. This information is stored in the strings (chromosomes) that describe
the individuals. Two operators are used : Crossover and mutation. The offspring generated
by this process take the place of the older population and the cycle is repeated until a desired

level of fitness in attained or a determined number of cycles is reached.

Population Decaded strings
Geneti_c Parents Evaluation
operations

) Scores
Selection

Figure 2.1 Genetic Algorithm

Test data generation using genetic algorithm starts by creating an initial population of n
sets of test input data, chosen randomly from the input search space domain of the program
being tested. Each chromosome represents a test set ; genes are values of the input variables.
In an iterative process, the GA tries to improve the population from one generation to another
using the fitness of each chromosome to perform reproduction, i.e., crossover and /or mutation.
The GA creates a new generation with the [ fittest test sets of the previous generation and

the offspring obtained from cross-overs and mutations. It keeps the population size constant
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by retaining only the n best test sets in each new generation. It stops if either some test set
satisfies the condition or the number of iterations reaches the maximum number already set.
It uses crossover and mutation operations during the reproduction phase.

Crossover

Crossover relies on the production of two new chromosomes (offspring) by a specific com-
bination of the two parents. If the offspring inherits the best characteristics from both of
its parents, the chances of obtaining a fitter offspring is high. The crossover depends on the
crossover probability (usually set by the user) and the crossover type. There can be several
types of crossover : one-point, two point, uniform, to name a few.

One Point Crossover

In one-point crossover, after randomly choosing a split point and splitting the two parent
chromosomes at this point, the new offsprings are created by swapping the tails of the two
parent chromosomes. Figure provides an example of how offsprings are created using

one-point, crossover.

(ofofofofofofo]o]o]

Parents

(1fafafafa]1]a]a]n]

[ofofofofofof1]1]1]

Children

(1f2]2]z]2]2]0]o]0]

Figure 2.2 One-Point Crossover

Two Point Crossover

In two point crossover, after randomly selecting two split points and splitting the two pa-
rent chromosomes at these points, the new offsprings are generated by swapping the segments
located between the two split points. Figure provides an example of how the offsprings
are created using two point crossover.

Uniform Crossover

Uniform crossover works at the gene level, rather than segment level, unlike the previously
mentioned crossover operators. Probabilistically it decides from which of the parents, the first

child should inherit the gene; and thus automatically the second child gets the other parent’s
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lo]jojo|o|o|o]o]o]0]

Parents

(11| 1]|1]a]1]

[ofoz]1][2]z]ofo]o]

Children

(1[2]ofofofofs]2]1]

Figure 2.3 Two-Point Crossover

gene. Figure [2.4] shows how offsprings are created using uniform crossover.

[ofofofofofo]o]o]o]

Parents

fafafafafa]a]a]s]

[of2fofs]2]of1]o]1]

Children

(1]o]z]ofo]z]of1]o]

Figure 2.4 Uniform Crossover

Mutation

Mutation is another genetic operator that alters one or some genes value in a chromosome.
This can result in generating a new chromosome. Mutation is important because it helps to
maintain genetic diversity from one generation of a population by introducing new genetic
structures in the population by randomly changing some of its building blocks, helping the
algorithm escape local minima traps. Since the modification is totally random and thus
not related to any previous genetic structures present in the population, it creates different
structures related to other sections of the search space. Mutation probability should be low,
lower than or equal to 0.05, because a high values probability drive the search close to a
random search. An example of applying mutation operator is illustrated in Figure 3.6 There

are different types of mutation such as bit-flip, boundary, uniform, non-uniform and character



(aviees ko ramove "o’ 15

T bit-flip mutation, the mutation operator simply inverts the value of the selected gene.
In other words it replaces a 1 with a 0 and vice versa. In boundary mutation the value of
the selected genes is replaced by the lower bound or upper bound defined for that gene.
The choice of replacing with the upper or lower bound is done randomly. In uniform mu-
tation, selected gene’s value is replaced with a value that is selected randomly between the
user defined lower and upper bound. Non-uniform mutation draws a random number with a
Gaussian distribution, and then modifies it a bit for each gene separately. Mutation operator

for character genes selects two genes rando nd exchanges their values.

Initialize population P(g)
Evaluate population P(g) // Evaluate Population Fitness
while (!Stopping Criterion Reached) // Maz Generations OR No Further Improve-

Select Parents

Crossover Parents

Mutate Crossed Population
Evaluate Fitness

Create New P(g) // Selection of the new population keeping best from parents

end while

end GA

2.1.2 Hill Climbing

Hill climbing (HC) is the simplest, widely-used, and probably best-known search tech-
nique. HC is a local search method, where the search proceeds from an arbitrary solution
to a problem, then attempts to find a better solution by incrementally changing a single
element of the solution. If the change produces a better solution, an incremental change is
made to the new solution, repeating until no further improvements can be found. Sometimes
the technique gets stuck in local optima. In such a situation, the algorithm is restarted from
a randomly chosen starting point.

Figure [2.6] explains the technique with an example. Hill Climbing starts with a randomly
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03|14 | 02| 74

Parents

05| 45| 01| 56

0.36 | 2.33 | 0.17 | 6.86

Children
0.402/2.981/0.149/6.842

Figure 2.5 Arithmetic Crossover, a = 0.7

chosen solution and compares its fitness values with the immediate neighbours to swap its
position to be better neighbourhood with the goal of reaching the global maximum, which
is the best solution in the entire search space. Consider an initial solution found randomly
is the current state 1 and its neighbours shown by the dotted region. Hill Climbing would
tend to go uphill (indicated by the arrow) as the immediate neighbours are fitter solutions
(better fitness values than itself). Thus the initial random solution would continue to swap
its position with the fitter neighbours and would reach the top of the immediate hill to
reach the local maximum, which is the best solution in the local neighbourhood. Once at the
local maximum, the algorithm would terminate, as on either side of the neighbourhood the
possible solutions are worse than itself (worse fitness values) and thus the technique would
fail to attain the global maximum. In this situation, hill climbing solves by the problem by
restarting the process with another randomly selected initial point. A relaunch allows the
algorithm to restart but with,a new randomly chosen value as the start point. Consider the
new value to be 2 or 3 in éure 2.0 Both 2 or 3 would continue moving up, due to the
presence of fitter neighbours up the hill and would ultimately reach the global optimum and
the process would terminate.
A schema of hill climbing with relaunches is shown in algorithm [2.1.2]
Pseudo-code of Hill Climbing
loop do
currentNode = randomeStartNode() ;
loop do
improved = false;
neighborsList = getNeighbors(currentNode) ;
currEval = EVAL(curentNode) ;
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indice=0;
loop do
if (if(neighborsList.get(indice)) > currEval)
currentNode = Nlindice] ;
currEval = EVAL(n);
improved = true;
endif
while( limproved indice< neighbors.size())
while(improved) ;
store(currentNode) ; // store best node of the current relaunch
while(!MaxRelaunches) ;

Return bestNode; //return the best node from all relauches

objective function

| , . \ gl [é:)

shoulder

local maximum

“flat” local maximum

= slale space
current
state

Figure 2.6 Hill Climbing Algorithm

Hill Climbing is used to generate test data in software systems quite frequently. Given a
test requirement and fitness function to drive the search, a test input data is randomly chosen
and its fitness value is calculated. This value is then compared with the fitness values of the
immediate neighbours. As long as their is continuous improvement, the initial value swaps its
position with the better neighbours and reaches new positions in the search space. Once there
is not further improvement and the process gets stuck in the local optimum, hill climbing
is restarted with another randomly generated test input data and the process continues for
several relaunches, until the global solution is found or the algorithm reaches the maximum

number of iterations.
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2.1.3 Simulated Annealing

SA like hill climbing, is a local search method and has a similar philosophy. It is method of
solving the problem of global optimization. Like hill climbing, simulated annealing accepts the
fitter neighbours and continues swapping its position. The difference of simulated annealing
and hill climbing lies in the fact that simulated annealing can accept worst neighbours,
depending on the temperature factor. By analogy with the physical process, the algorithm
replaces the current solution (randomly chosen) with a probability depending on the difference
in the fitness function of the initial and new solutions and a global option, conventionally
known as temperature. It is assumed that the system can go into a state with a large value
of the fitness function of the state with the lower the probability is greater, the higher the
temperature and the smaller the increment of the fitness function. The temperature slowly
decreases at each step of optimization, reducing the probability of a transition of the system
to a state with a large value of the fitness function. In the end, the system freezes in a state
with a minimum temperature. The ability to move in the direction of increasing the value
of the objective function at a minimum allows the system to search for move out of local
minima, in contrast to the simple gradient descent.

Figure explains the algorithm. If the initial randomly chosen point is 1 (local maxi-
mum) unlike hill climbing, simulated annealing does not need to relaunch with a new start
point. Instead it starts accepting and swapping the position with the worse neighbours, de-
pending on the acceptance probability (which depends on temperature). Thus the solution
would move downhill on the left, reach the valley (shown by point 2) and continue moving
upwards until it reaches the global maximum.

A schema of Simulated Annealing is shown in [2.1.3]

Pseudo-code of Simulated Annealing

randomly select currentNode

repeat

<0
repeat
Reduce Temperature T // T < Tpae - €777
select nextNode in the neighborhood of currentNode
if fitness(nextNode) > fitness(currentNode)
currentNode < nextNode
else if random [0,1) < e
currentNode < nextNode

fitness(nextNode)— fitness(currentNode)
T

/] Worse neighbour

until stopping criterion is reached // Reaching mazimum number of evaluations or

reaching minimum temperature
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objective function

| 3 global maximum
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current

state 1 local maximum

“flat” local maximum

= slate space

Figure 2.7 Simulated Annealing Algorithm

Simulated annealing has a ‘cooling mechanism’ that initially allows moves to less fit
solutions if p < m, where p is a random number in the range [0...1] and m, acceptance
probability, is a value that decays (‘cools’) at each iteration of the algorithm. The effect of
‘cooling’ on the simulation of annealing is that the probability of following an unfavourable
move is reduced. This (initially) allows the search to move away from local optima in which
the search might be trapped. As the simulation ‘cools’ the search becomes more and more
like a simple hill climb. The choice of the parameters of SA are guided by two equations
Wright| (2010)) :

Final temperature = Initial temperature x of¥wmber of iterations
o —Normalized fitness function
Acceptance probability = e Final temperature

where Acceptance probability if the probability that the algorithm decides to accept solution
or not : if the current neighbour is “worse” than previous ones, it can still be accepted
(unlike hill climbing) if the probability is greater than a randomly-selected value; « and
Number of iterations are chosen constants.

Test data generation by simulated annealing is done by starting with a randomly chosen
test input data as the starting point. The fitness value of this point is calculated from the
framed fitness function. The immediate neighbour fitness values are compared with the this
fitness value and the start point continues moving towards the better neighbours until it
gets stuck in the local optima. Once stuck, out of the worse neighbours at that position,

depending on the acceptance probability (which depends on the temperature), the current
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solution is swapped with one of the worse neighbours\and the process continues. If ultimately
the algorithm gets stuck in the local optima, the prdcess is restarted with a new randomly
chosen test input data. The process stops when the gldbal solution is found or the maximum

number of iterations is reached.

2.1.4 Random Search

Random search belongs to the fields of Stochastic Optjmization and Global Optimization.
Random search is a direct search method as it does 1ot require derivatives to search a
continuous domain. It does not rely on using any heuristigs to guide the search, unlike genetic
algorithm, hill climbing and simulated annealing.

Test data generation by random search involves genefating initial input data randomly to
execute the transformed program and try to reach the/desired test requirement. The search
stops if either the generated test data fires the exceptipn or the number of iterations reaches

a maximum number that is set by the user.

28/ Joclhueh Wt

In this thesis, we propose an approach to gem

érate test data for exposing interference bus

pattern in multi-threaded software systems using sejyrch based approaches. Thus, we focus

our literature review on the work fhat has been cartied out by researchers in the field of

generating test data using search pased approaches ih software systems and testing multi-

threaded software systems to exposg bugs. In this sgction we summarize the previous works

and cite how our approach overcomes ir limitations.

2.2”, Search Based Software Engineering for Test Data Generation i Befipare
Blystbms

Over the years researchers have focussed on formulating new approaches for generating
test data to satisfy specific code coverage criterion. [Sinha et al. (2004) proposed an approach
to reduce the complexity of a program in the presence of implicit control flow. Ryder et al.
(2000) used the tool JESP to evaluate the frequency with which exception-handling constructs
are used in Java programs. Their analysis found that exception-handling constructs were used
in 16% of the methods that they examined. Chatterjee et Ryder| (1999) proposed an approach
for data flow testing and identified the definition-use associations arising along with the ex-
ceptional control flow paths and proposed a new def-use algorithm that could compute the
above kinds of def-use relationships (besides other, traditional def-use relationships) in li-

braries written in a substantial subset of Java/C++.|Jo et al| (2004) proposed an exception
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analysis approach for Java, both at the expression and method level, to overcome the de-
pendence of JDK Java compiler on developers’ declarations for checking against uncaught
exceptions.

One of the most influential work on test data generation for software systems was car-
ried out by [Tracey et al| (2000). They proposed an approach to automatically generate test
data for raising divide-by-zero exceptions by (1) transforming the statements containing ex-
ceptions into a branch with guard conditions derived from the possible exception and the
statement structure and (2) generating test data to traverse the added branch and thus fire
the exception. They proved that the automated testing strategy can be effectively used to
provide exception free safety-critical software systems. The objective was to simply check that
the generated test data does in fact cause the desired exception. The results they obtained
were effective enough to generate test data that could expose the exceptions and cover the
exception handling code. But the fitness function they used was solely guided by the branch
distance and thus the search was not well guided. Moreover the authors did not compare the
effectiveness of their approach with other search based approaches.

The advent of search based approaches provided a good solution to test data generation.
Local search was first used by Miller et Spooner| (1976) with the goal of generating input
data to cover particular paths in a system. They used read and write operations to perform
reachability testing and concluded that when visualizing the cost effectiveness of a concurrent
software system, reachability testing proves to be more cost effective than any other non-
deterministic testing. Their approach suffered from execution time and space constraints.

Korel (1992) extended the work of [Miller et Spooner| (1976)). In his work, the system was
initially executed with some arbitrary input. If an undesired branch was taken, an objective
function derived from the predicate of the desired branch was used to guide the search.
The objective function value, referred to as branch distance McMinn et al.| (2009), measures
how close the predicate is to being true. Baresel (2000) proposed a normalization of the
branch distance between in [0; 1] to better guide the search avoiding branch distance making
approximation level useless. [Tracey et al| (1998)) applied simulated annealing and defined
a more sophisticated objective function for relational predicates. The genetic algorithm was
first used by Xanthakis et al|(1992)) to generate input data satisfying the all branch predicate
criterion.

Evolutionary based software testing was also used to generate test input data|Jones et al.
(1996)); Tracey et al.| (2000); Wegener et al. (2001). Evolutionary approaches are search al-
gorithms, in particular genetic algorithm, that are tailored to automate and support testing
activities. Jones et al.| (1996) explored the possibility of using genetic algorithm for genera-

ting test sets automatically, provided that the test goal is precise and clear. They showed
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the use of genetic algorithms for testing a variety of programs of varying complexity and
compared the performance of genetic algorithm with that of mutation testing. Wegener et.
al [21] enhanced their previous work of Ada based programs [31, 32] by automating the test
case design for data and control flow oriented structural test methods. They improved the
evolutionary testing by incorporating the approximation level based on the control graph of
the program and seeding good quality initial individuals for ensuring high quality test per-
formance. A survey of evolutionary testing and related techniques was presented by
(2004). He analysed the application of metaheuristic search techniques to software test data

generation. pﬂ ce

In general, seared approaches ware-usimgHmuyanions areas, heyhad three major

challenges :
: Cll : Formulating the original problem as a search problem
CQ/: Developing the right fitness function for the problem formulation
: C3/: Finding the right (scalable) search-based approach using scalability analysis

When the approaches were specifically used to generate test data for software systems,

we found the same three challenges existed and they were partially dealt with, though not

fully. Tracey et al, (2000) proposed a reformulation of the problem of test data generation for

raising divide-by-zero exception. They also proposed a fitness function which was not well

guide% and thus behaved like random search. %ﬁhey did not provide a scalability analysis

of the searcfi-bhsed approaches. The effectiveness of the approaches were not validated with

poitft of view of the threeTmajor challenges) becasise we feel that our findings from this stud

might be applicable to the multi-threaded syst€ms., Wg wangp verify i the thyes chglenges

can/be deglt with jn single threaded software gystems. If the challenges canngt beé 4ofved in
sirigle threaded—Systemé, they Aill not/be solved Nt multizthreaceetsaftware systems. In our
work, we overcome the limitations by validating our approach with input data with varying
search space and comparing the performance of our approach with multiple search based

approaches. We address the three challenges C1, C} and C3 by building our approach on the

work of [Tracey et al| (2000). We reformulate the existing problem as Tracey et al| (2000))

and improve the fitness function by using both branch distance and approach level to guide

the search and compare the results with the work of Tracey et al| (2000). To the best of our
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knowledge, none of the previous work have formulated the fitness function in this manner to

raise divide-by-zero exception in software systems.
A eesburence
2.% Exposing/Bugs in Multi-Threaded Systems

d part of our work, generating and optimizing test data to fire interference

gondition in multi-threa

data-race and interference c

software systems, we seek to maximize the possibility of exposing

s. In this section, we summarize the work that has been
carried out by researchers for handling and exposing various bug patterns in concurrent
software systems.

rovided a higher abstraction level for data races to detect inconsistent uses of shared
variables and moved a step ahead with a new notion of high-level data races that dealt with
accesses to set of fields that are related, introducing concepts like view and view inconsistency
to provide a notation for the new properties.

Moving on to research carried out on bug patterns, [Hovemeyer et Pugh| (2004)) used bug
pattern detectors to find correctness and performance-related bugs in several Java programs
and found that there exists a significant class of easily detectable bugs. They were able to
identify large number of bugs in real applications. [Earchi et al. (2003) prqposed a tw
for creating timing heuristics for the ConTest toolf Edelstein et al. (2003}, showing’/it could
be used to enhance the bug finding ability of the tool. A timing heuristic is an algorithm
that sometimes forces context switches at concurrent events based on some decision function.
The features of ConTest was enhanced by incorporating the new heuristics and this resulted
in increasing the chances of exposing few concurrent bug patterns. This work was the first
to introduce the sleep, losing notify, and deread bug patterns. The authors opened the
scope of future re h in the area of understanding the relation of bug patterns and design
patterns, which @1 an open research question.

Eytani et Ur| (2004) proposed a benchmark of programs containing multi-threaded bugs
for developing testing tools. They asked undergraduates to create some buggy Java programs,
and found that a number of these bugs cannot be uncovered by tools like ConTest(Edelstein
et al. (2003)§and raceFindel(Ben—Asher et al. (2003). Bradbury et al.| (2006) proposed a set of
mutation operators for concurrency programs used’ to mutate the portions of code responsible
for concurrency to expose a large set of bugs, along with a list of fifteen common bug patterns
in multi-threaded programs. |Carver et Tai (1991) proposed repeatable deterministic testing
for solving problems of non-deterministic execution behaviour in multi-threaded software
systems. The idea of systematic generation of all thread schedules for concurrent progrim
testing came with works on reachability testing [Hwang et al| (1995)); [Lei et Carver| (2006).
Hwang@ Hwang et al| (1995) proposed a new testing methodology by combining no'n—

A

Vhd
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deterministic and deterministic testing. The hybrid approach had distinct advantages over
deterministic or non-deterministic testing, when executed separately.

Lei et Carver| (2006) used reachability testing to generate synchronization sequences auto-
matically and on-the-fly, without constructing any static models. Reachability testing derives
test sequences on-the-fly as the testing process progresses, and can be used to systematically
exercise all the behaviors of a prograr@ Hwang et al. (1995}. On the fly describes activities
that develop or occur dynamically rather than as the result of something that is statically
predefined.

There hal ﬁeen several important and efficient tools developed by researchers over years
related to exposing various concurrent bugs like data-race, deadlock, automicity violations,
to name a few. The VeriSoft model checker||Godefroid (1997]) applied state exploration di-
rectly to executable programs, enumerating states rather than schedules. The tool consists
of several concurrent processes executing arbitrary C code. ConTest( Edelstein et al| (2003
is a lightweight testing tool that uses various heuristics to create scheduling variance by in-
serting random delays in a multi-threaded program. The tool can identify bugs earlier in the
testing process and the tests are executed automatically. An early notification of the bugs
helps developers and testers take appropriate steps to fix the bug, which might be difficult if
the bugs are caught at a later stage of the development cycle. On the flip side, the tool does
not work in different environmental conditions. Thus, changing the operating system would
reduce the efﬁ;ieney of ConTest([Edelstein et al.| (2003]).

CalFuzzer (J oshi et al|(2009) us§ analysis techniques to guide schedules toward potential
concurrency errors, such as data races, deadlocks, and atomicity violations, while CTigger
Park et al.| (2009))Jexposes atomicity violation bugs in large programs.

One of the most influential tools developed for testing concurrent programs is CHESS
Musuvathi et al| (2007b)). It overcomes most of the limitations of the tools developed before.
What se§CHESS apart from its predecessors is its focus on detecting both safety and liveness
violations in large multi-threaded programs. It relies on effective safety and liveness testing of
such programs, which requires novel techniques for preemption bounding and fair scheduling.
It allows a greater control over thread scheduling than the other tools and, thus, provides
higher-coverage and guarantees better reproducibility. CHESS tries all the possible schedules
to find a bug, whereas we create the schedules that maximizes the likelihood of exposing an
interference bug, if it is present.

The previous works mostly relied on testing all the possible schedules of the multi-threaded
software systems, which required lot of testing effort. Moreover, non-determinism in the envi-
ronment of concurrent WAL s was not dealt with effectively, resulting in generating

test data that might or might not find a bug. We overcome both the limitations in our work by
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formulating the existing problem as a search problem and addressing the three challenges C1,
C} and C3. We reduce the testing effort by not trying all the possible schedules for testing.
We manufacture specific schedules by injecting delays in the execution of the threads. We
use search based approaches to optimize the delays and maximize the chances of exposing an
interference bug pattern. Morgover, we take care of the non-determinism aspect by running
our multi-threaded on ReSPéeltrame et al. (20(‘)‘9), a simulation platform so that we can

tune the necessary parameters to avoid non-deternfinism in the concurrent environment.
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CHAPITRE 3

Raising Divide-By-Zero Exception via Branch Coverage

In this chapter, we focus on software systems which are not multi-threaded and propose an
approach that generates test data to fire divide-by-zero exception in single threaded software
systems. As thiz4s a pre-requisite for generating test data for exposing interference bugf

~patiterp in multi-threaded software systems using sear(@sed approaches, in this chapte} we

evaluate the importance of

T

the major challenges of using sear@sed approaches
in singlé-fhreaded software systefns. We formalise our approach based on the work of [Tracey
et al.| (2000).

M\z\\na
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3.1 Challeniges o i searc approaches in single threaded software
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From the related work, we fdi#ad three major challenges of using search based approaches
in singlé-threaded software systems from the existing literaturesf: ¢, C1 : Formulating the
original problem as a search problem, ) CQ,I: Developing the right fitness function for the
problem formulation, and (%) C3(: Finding the right (scalable) search-based approach using
scalability analysis. Tracey et al|(2000) generated test data to raise divide-by-zero exception
for single threaded software systems by re-formulating the existing problem. The existing
problem was that a test data leading to the denominator of a divide-by-zero prone statement
to be zero would lead to program crash. Tracey et al. (2000]) proposed a reformulation of the
problem. By {heir approach resulted in the search to behave like a random search due to the
usage of a fitness function that could not provide proper guidance to the search. Moreover the
Mattteld

ave explored the

scalability of the various search based approaches was not shown.
(1999); |Lanzelotte et al.| (1993); Sivagurunathan et Purusothaman (2011)
scalability of sear@sed approaches and have shown the importance of varying the search
space domain to analyse the effectiveness of these approaches in seayching a value in the
neighbourhood. Thus, in this chapter, we evaluate the importance of a the challenges

on single threaded software systems and overcoming the liatitation of the approach proposed

by Tracey et al. (2000).
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3.2 Divide-By-Zero Exception

A divide-by-zero exception occurs in a piece of code when a division (at any statemfnt of
the code) involves a 0 at the denominator. In this case, a divide-by-zero exception is/raised
by the compiler and the program stops abruptly. Thus it is an unwanted condition pecause
the program flow is terminated and the program cannot produce the desired output. It i
one of the most well known and frequently encountered exceptionjLeveson| (1995 L /1996)).
Following is an example of a piece of Java code that contains a divide-by-zero prone statement
in line 4. Once the flow reaches line 4, if the variable z takes a value of 1, the denominator

becomes 0 and the exception will be raised immediately, resulting in terminating the program.

int z, x=0;
if (x<10)
if (x>3)
x =1/(z-1);

S O W N -

3.3 Approach

Our approach seeks to overcome the limitation of the approach proposed by [Tracey et al.
(2000) by using a guard condition around the statement involving the divide-by-zero opera-
tion, to transform the problem into an equivalent branch coverage problem and reformulate
the fitness function they proposed. We use both the branch distance and approach level to
guide the search, unlike the approach proposed by Tracey et al. (2000). In this section, we
explain our approach in detail by the means of a working example, in the context of the three

major challenges mentioned before.

3.3.1 Challenge 1/’: Reformulation of the Problem

We follow the work of Tracey et al| (2000)) to transform the problem of generating test
input data to raise divide-by-zero exceptions into a branch coverage problem. This trans-
formation essentially consists of wrapping divide-by-zero prone statements with a branch
statement (an if ), whose condition corresponds to the expression containing the possible di-
vision by zero. Consequently, satisfying the if through some branch coverage is equivalent to

raising the divide-by-zero exception. For example, let us consider the following fragment of

code/y :
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1 int z, x=4;

2 if (Z>1 AND Z<=5)

3 return z;

4 else

5 return (x*4)/(z-1);

a divide-by-zero exception would be raised when z equals to 1 at line 5.

It is usually difficult to generate test data targeting a specific condition by obtaining appro-
priate variable values. We transform the code fragment above into a semantically-equivalent
fragment in which the expression possibly leading to an exception becomes a condition. Then,
it is sufficient to satisfy the new condition to obtain test input data raising the exception, as

in the following fragment :

1 int z, x=4;

2 if (Z>1 AND Z<=5)

3 return z;

4 else

5.1 if (Z==1)

5.2 print “Exception raised”;
5.3 else

5.4 return (x*4)/(z-1);

where we transform the divide-by-zero prone statement at line 5 into the lines 5.1 to 5.4.
In general, such a transformation may not be trivial and different types of exceptions may

require different types of transformations.

3.3.2 Challenge 2/ : Fitness Reformulation

We reformulate the fitness function based on the problem reformulation. As per the wor-
king example, to efficiently generate test data to expose the exception, it is not sufficient to
reach line 5.1 using the approach level because between two test input data, both reaching
line 5.1, we would prefer the data making the condition at line 5.1 true and thus reaching
line 5.2. So we need to reformulate the fitness function.

Consequently, our fitness function is an additive function using both the approach level

and the normalized branch distance McMinn et al| (2009)), where the normalized branch
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distance is defined by Equation [3.I] and used in the fitness function defined by Equation [3.2]

Normalized branch distance = 1 — 1.001ronch-distance (3.1)
Fitness function = Approach level +

Normalized branch distance (3.2)

3.3.3 Challenge 3/ : Scalability Analysis

We want to analyse the effectiveness of the search based approaches when the input
search space domain is varied from as small to large. The input to the program is the test
input data. Thus for analysing and comparing the scalability of the approaches, we vary the
test input search space domain from small to large to see their effect on the performance of
the approaches. The domains have been varied from [—100;+100] to [—50, 000; +50, 000] for
all the input variables. To enhance our search strategies and generalize our results, we also
proposed three variants of hill climbing (for searching neighbours with good fitness values) and
a novel approach for constraint programming, before comparing their respective performances
in terms of the scalability of the various approaches. Often, to avoid local optima, the hill
climbing algorithm is restarted multiple times from a random point (also called stochastic
hill climbing). We have drawn inspiration from this idea and proposed three variants of hill

climbing for searching neighbours with good fitness values.

Variant 14 The HC1 variant generates, for any input variable involved in the denominator
of the exceptions raising statements, an immediate neighbour of the input data as the sum of
the the current value of the variable with a randomly-generated value drawn from a Gaussian
distribution with zero mean and an initial standard deviation (SD) of ten, which we choose
after several trials to have neighbourhoods that are not too small or large.

If after a given number of moves in the neighbourhoods, the fitness values of the neighbours
are always worse than the current fitness value, then we change the value of the SD to a larger
value to expand the neighbourhood and give the algorithm an opportunity to get out of the,

possible local optimum.

Variant 2/: In the HC1 variant, the values of the SD may change at run-time. We observed
that HC1 does not always improve the search and may lead to a slow search-space exploration.
Thus, to avoid getting “trapped” in a specific region of the space, we define the HC2 variant
that forces the search to take a jump away from unsuccessful neighbourhood in an attempt

to move into a more favourable neighbourhood, similarly to HC with random restarts.
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For a given SD value, if the search does not improve for a given number of iterations,
instead of changing SD, we force a jump to another neighbourhood using a large value and
HC reiterates its process. The “length” of a jump and the number of jumps depend on the
search space. For example, a search space of [—10,000; +10, 000] would be likely covered with
40 jumps of lengths 500. As with the previous variant, this variant goes on until it reaches a

maximum number of iterations or generates test data firing the targeted exception.

Variant 3): The HC3 variant is a combination of HC1 and HC2 variants. With HC3, we
store the fitness values of the best neighbour of all previously-visited neighbourhoods before
jumping to another neighbourhood. After having visited a given number of neighbourhoods
as in HC2, HC3 returns to the “best” one, the neighbourhood with the best fitness value
among all recorded values, and then increases the SD by 25 (making the SD 35), as in HC1, to
visit more of this neighbourhood. As with the previous variants, this variant goes on until it

reaches a maximum number of iterations or generates test data firing the targeted exception.

Constraint Programming

Constraint programming for software structural testing (CP-SST) is a generic technique
for test-data generation to reach a specific target or to satisfy a test coverage criteria, for
proof post-condition, or for counter-example generation.

The main idea of CP-SST is to convert the program under test and the test target into a
constraint solving problem (CSP) and to solve the resulting CSP to obtain test input data.
The first step of CP-SST consists of transforming the program under test into the static
single assignment (SSA) form. The second step consists of modelling the program control
flow graph (CFQG) as a preliminary CSP. CP-SST begins by generating the CFG that features
an independent node for each parameter and global variable, each control statement, each
block of statements, and each join point. CP-SST labels edges among nodes depending on the
origin node : an edge outgoing from a statement node is labelled by 1, an edge outgoing from
a condition node is labelled by 1 if the decision is positive and -1 if the decision is negative.
Then, CP-SST generates the preliminary CSP by translating each node into a CSP variable
whose domain is the set of labels of its outgoing edges, except for join nodes that take their
domains from the joint nodes.

In the third step, CP-SST uses the preliminary CSP, the SSA form, and the relationships
among nodes and their statements to create a new global CSP, which it then solves to generate

test input data or return a failure if no solution can be reached.
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3.4 Empirical Study

The goal of our empirical study is to compare our testability transformation against pre-
vious work and identify the best technique among the five presented in Section 3.3 using
synthetic as well as real systems to generate integer test input data to fire divide-by-zero
exceptions. The quality focus is the performance of the proposed hill climbing variants and
other meta-heuristics and constraint programming techniques to raise divide-by-zero excep-
tions. The perspective includes researchers and software engineers working in search-based
software testing looking to generate test data for firing exceptions in the code. The context
of our research includes three case studies : one synthetic program and two real software
systems, namely, Eclipse and Android. Table 1 summarizes the three software systems and
the selected methods/functions for testing and the corresponding class names having one,
two, and three divide-by-zero exception statements, respectively.

We seek answers to four research questions :

RQI/: Based on the fitness function we use, which of the three proposed hill climbing va-
riants is best suited to raise a divide-by-zero exception and what is the measure of its

effectiveness ?

RQZ//: Which of all the meta-heuristic techniques is best suited to raise a divide-by-zero
exception and what is the measure of its effectiveness ? (Retaining the best-suited hill

climbing variant from RQ1.)

RQ3j: Which of Tracey’s fitness function and the fitness function we used, is best suited to
raise a divide-by-zero exception and what is the measure of its effectiveness ? (Retaining
the best-suited meta-heuristic from RQ2.)

RQAJ : Which of the best-suited meta-heuristic technique and of the CP-SST is best suited to
raise a divide-by-zero exception and what is the measure of its effectiveness ? (Retaining
the best-suited meta-heuristic from RQ2.)

3.4.1 Choice of the Comparison Measure

HC (in the three variants), SA, GA, and RND can be compared with one another using
their numbers of fitness evaluations to fire some divide-by-zero exception. CP-SST is based on
a completely different paradigm than the meta-heuristic techniques. Thus, CP-SST cannot
be compared with the other techniques using the numbers of fitness evaluations and we
use execution times of the different techniques for comparison. We consider the approach
requiring less execution time to reach a target to be “better” to generate test data for firing

divide-by-zero exceptions.
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Table 3.1 Details of the systems under test and tested units

Systems Versions | Class Names | LOCs | Numbers of Exceptions | Bug Tracking Numbers
Tracey’s code N/A F 13 1 N/A

Eclipse 2.0.1 GridCanvas 10 2 205772

Android 2.0 ProcessStats 41 3 Unavailable

3.4.2 Choice of the Targeted Exceptions

We selected three methods in three classes of three different systems, for a total of six
possible target exceptions. In this chapter, we report the results of our empirical study for
the target exceptions that are chosen to lead to the worst performance for all the techniques,

among the six possible targeted exceptions and called in the following units-under-test, UUT.

3.4.3 General Parameters of the Techniques

We chose different ranges of values for each input variable to analyse the performance of
all the techniques to deal with values ranging from very small to very large. The domains have
been varied from [—100; +100] to [—50, 000; +50,000] for all the input variables. Reaching a
success, raising the targeted divide-by-zero exception in the UUT, is the stopping criterion
as well as a number of evaluations of 1000000. We repeated each computations 20 times to
analyse the diversity in the observed values and conduct statistical tests. Table details

the values used.

3.4.4 Specific Parameters of the Techniques

We use the following parameters for the techniques (we do not report techniques which

do not use any particular parameters) :

Hill Climbingf: Fpr the first variant, we use a parameter checkStagnation to control the
number of ijerdtiond before changing neighbourhood. We use 100, if no improvement occurs
od after 100 iterations, HC1 changes neighbourhood. We use 100 as SD
because it led to better performance than other values.

In the second variant, we also use checkStagnation parameter. We use two other important
parameters : gaussianJumpLength and numberOfJumps depicting the length of the “jump”
and the number of jumps, respectively. We found the values of these two parameters by
trial-and-error runs.

In the third variant, we also use deviationValue, the value of SD when the technique
returns to the best neighbourhood. Table depicts the parameter values.
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Simulated Annealing : We base our choice of the initial temperature, o, and the number
of iterations on several experiments in which we varied the initial temperature. Table

shows the values used.

Genetic Algorithm : We used single-point cross-over, bit-flip mutation, and binary-
tournament selection. We choose the binary-tournament selection because its complexity
is lower than that of any other selections and provides more population diversity to the
cross-over operator than others Zhang et Kim| (2000). Table shows the various values.

3.5 Results

Figure and [3.3|reports the box plots of the number of fitness evaluation needed to
raise a divide-by-zero exception for the Tracey exemplary code, Eclipse, and Android UTTs,
respectively. We did not include results for RND as it performs always substantially worse
then even the slowest HC1 variant.

We observe that HC3 is, in all cases, better then the other two hill climbing variants but
in all cases is also performing substantially worse than SA and GA. Overall, Figure [3.1], [3.2]
and support the observation that GA is the most effective meta-heuristic technique as far
as these UTTs are concerned.

Table 8.7, and reports the t-test values comparing the numbers of fitness eva-
luations needed by the different search techniques as well as the Cohen d effect size |Cohen
(1988).The effect size is defined as the difference between the means of two groups, divi-
ded by the pooled standard deviation of both groups. The effect size is considered small for
0.2 < d < 0.5, medium for 0.5 < d < 0.8, and large for d > 0.8 Cohen| (1988).We chose
the Cohen d effect size because it is appropriate for our variables (ratio scales) and given its
different levels (small, medium, large) easy to interpret.

As expected from Figures 3.1} 3.2] and [3.3] the ¢-test and Cohen d effect size results
support with very strong statistical evidence the superiority of HC3 over HC1 and HC2 as
well as the superiority of GA over SA and HC3.

Box-plots as well as tables clearly support the superiority of GA over the other techniques.
Overall, we answer RQ1 by stating that HC3 performs better than HC1 and HC2
with a large effect size. Furthermore, we answer RQ2 by stating, with a large effect
size also, that GA out-performs the other techniques.

We compare our fitness function with that proposed by [Tracey et al| (2000) by using
two GA implementations, one using Tracey’s fitness function and another using the fitness
function explained before. We compare the two fitness functions in terms of the required

numbers of fitness evaluations for all the UUTs in Figure |3.4]to reach the targeted exceptions.



34

Table 3.2 General Parameters

Input Domain [—100; +100] - [—50, 000; +50, 000]
Max # iterations 1000000
# Computations 20

Table 3.3 Hill Climbing Parameters

Variants | CS | SD
S1 100 -
S2 100 -
S3 100 35

Figure [3.4] shows that our testability transformation allows the GA to reach the targeted
exceptions in much less numbers of evaluations. Consequently, we answer RQ3 by stating
that, in comparison to Tracey’s fitness function, our testability transformation
dramatically improves the performance of a GA technique.

Finally, Table reports average and standard deviations of the execution times for
twenty experiments on the three UUTSs for both GA and CP. For the given UUTSs, it is clear
that CP out-performs GA in term of execution times. This result may be due to the size
of the UUTSs, which are relatively small, and to the structure of the condition to satisfy.
More evidence is needed to verify if the averages in Table represent a general trend.
Yet, on the selected UUTs, we answer RQ4 by claiming that the CP-SST technique

out-performs the best of the meta-heuristic techniques, GA.

3.6 Study Discussions and Threats to Validity

3.6.1 Discussions

We presented the results of three UUTs to answer the four research questions. The other
four UUTSs from the same systems exhibit the same trends as the ones reported in this thesis,
thus adding more evidence to our answers.

We also evaluated the performance of our testability transformation with respect to the
one proposed by [Tracey et al| (2000) in terms of required numbers of fitness evaluations.
The results showed the importance of having both approach level and branch distance in the
fitness function, as opposed to the one proposed by Tracey et al.| (2000) which uses only the

approach level.

3.6.2 Threats to the Validity

We now discuss the threats to the validity of our study.
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Table 3.4 Simulated Annealing Parameters

Params. | Chosen Values
Temper. 0.5-50 (20)
« 0.8-0.995 (0.99)
# Iter. 10-500 (100)

Table 3.5 Genetic Algorithm Parameters

Operators Type Prob.
Crossover Single Point 0.9
Mutation Bit Flip 0.09
Selection Binary Tournament -

Threats to construct validity concern the relationship between theory and observation.
In our study, these threats can be due to the fact that one of the UUT is a synthetic code,
even though previously-used to exemplify and study the divide-by-zero exception [Iracey
et al|(2000)), and thus might represent real code. However, we extracted the two other UUTs
from real-world systems (Eclipse and Android) and the method containing the divide-by-
zero exceptions has been documented in the Eclipse issue tracking system. Finally, the code
excerpt (Tracey et al| (2000) as well as the Eclipse and Android studied methods contain
multiple possible divide-by-zero statements and, in all cases, we focused on the statements
leading to the worst performances, the most deeply-nested statements.

Threats to internal validity concern external factors that may affect an independent va-
riable. We limited the bias of intrinsic randomness of our results by repeating each experiment
20 times and using proper statistics to compare the results. We have calibrated the HC ( HC1,
HC2, and HC3), SA, and GA settings using a trial-and-error procedure. We chose the values
of the parameters of the techniques, such as checkStagnation, gaussianJumpLength and so
on, after executing the techniques several times and evaluating their performance on a toy
program. We also chose the cross-over and mutation operators by doing a small study on the
same toy program : although we found evidence of the superiority of specific operators, it
could happen that (1) studies on different systems would lead to a different choice of cross-
over and mutation operators and (2) the obtained calibration may not be the most suitable
for our subject systems.

Threats to conclusion validity involve the relationship between the treatment and the
outcome. To overcome this threat, we inspected box-plots, performed ¢-tests, and evaluated
the Cohen d effect sizes.

Threats to external validity involve the generalization of our results. We evaluated the
testability transformation on UUTSs from the work of Tracey Tracey et al| (2000) and two

different Java systems. The sample size is small and, although for Eclipse code it corresponds
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Fitness Evaluations
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Figure 3.1 Comparison on Tracey [lra-
cey et all (2000) UUT of the dif-  Figure 3.2 Comparison on Eclipse UUT
ferent search techniques (input domain of the different search techniques (input

[—50, 000; +50, 000]) domain [—50, 000; +50, 000])
Comparisons p-values Cohen d values
HCO1-HC2 9.261¢-10 2.55246 Comparisons | p-values Cohen d values
HCI-HC3 | 6.376e-16 5.951003 R e 535105
HC2-HC3 6.868¢-08 2.428475 e 1:H or 7' T 672: 3 4' 78

[ HO3-SA [ 7.049%-14 | 4147889 | HC2-HC3 | 0.003998 0.9912142

[ HC3-GA | 22c16 [ 8223645 | [ HC3SA [ 2387c-11 | 3.239916 |

[ SA-GA [8763c15 [ 6.254793 | [ HC3GA [ 193313 | 5258205 |

[ SA-GA  [9.989%-09 |  2.694495 |

Table 3.6 Results of t-test and Cohen
d effect size for Tracey [Tracey et al. Table 3.7 Results of t-test and Cohen
(2000) UUT d effect size for Eclipse UUT

to a documented bug, a larger evaluation is be highly desirable.

3.7 Conclusion

In this chapter, we presented a approach to solve the problem of generating test data
for raising divide-by-zero exceptions in single threaded software systems. We evaluated and
analysed three major challenges of using search based approaches in single threaded software
systems/:@ C]/ : Formulating the original problem of raising divide-by-zero exception as a
search problem, @l) CQ’: Developing the right fitness function for the problem formulation,
and WCZ/: Developing the right fitness function for the problem formulation. We refor-
mulated the existing problem of test data generation raising divide-by-zero exceptions using
a testability transformation to generate test input data to raise divide-by-zero exceptions

in software systems. We reformulated the fitness function used by Tracey et al| (2000) by
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GA: Original Tracey Fitness Versus new Fitness
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Figure 3.4 GA comparison against Tra-
Figure 3.3 Comparison on Android UUT cey’s original fitness [Tracey et al. (2000
of the different search techniques (input versus the fitness function we used (input

domain [—50, 000; 450, 000]) domain [—50, 000; 450, 000])
Comparisons p-values Cohen d values
HC1-HC2 1.438e-06 1.894204 Tracey’s Code Eclipse Android
HC1-HC3 2.981e-12 3.345377 GA | 8.067/1.439 | 2.129/1.149 | 1.926/1.177
HC2-HC3 7.438e-08 2.12037 CP 1.035/0.0135 0.01/0 0.01/0
[ HC3-SA [ 0.0003169 |  1.266088 |
[ HC3-GA [ 1.283¢-10 [ 3.481401 |

Table 3.9 Comparison of GA against
CP-SST in terms of average execu-
Table 3.8 Results of t-test and Cohen  tion times (ms) and standard devia-
d effect size for Android UUT tions for all UUTs

[ SA-GA [ 4531e-09 [  2.696728 |

combining the branch distance and approach level which was used by hill climbing, simulated
annealing, and genetic algorithm. We compared the performance of hill climbing, simulated
annealing, genetic algorithm, random search, and constraint programming when using this
fitness function varying the search space from very small to very large space. Further, we
also proposed three hill climbing variants to improve basic hill climbing search. Finally, we
chose the best meta-heuristic technique (genetic algorithm) and compared its performance
with that of constraint programming in terms of execution time.

We validated our testability transformation and compared the search technique on three
software unitdj: one synthetic code fragment taken from Tracey et al| (2000) and two me-
thods extracted from Eclipse and Android, respectively. While comparing the meta-heuristic
techniques, genetic algorithm performed best in terms of the number of required fitness
evaluations to reach the desired target for all the three units under test. Then, constraint
programming out-performed the genetic algorithm in terms of execution times for all the

three case studies.
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We found that the three challenges are important and can be appliadto single threaded
software systems. With this knowledge of the three challenges, we move on to these

challenges # the more complex study of using searo@ised approaches in mufti-threaded

software systems adld i sHeAmhporsanee.
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Optimizing Thread Schedule Alignments to Expose Interference Bylg Pattern

In the previous chapter, we analysed the thred major challenges of using sear@ed
approaches in single threaded software systems anfl explored the problem of generating test
data to raise divide-by-zero exceptions fram-+he-three~challermpe peintef view Thechallenges
were— &1 Formulating the origiral problem-agasearch problems—2 —evetopimethe
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be effectively used to fire divide-by-zero exceptio

to-tirenon-deterministichehaviour of-theenvirontrent in—which 2% caded Seffware>
tis—testing and meainteining SUCHSystemsecomesde Tetgiving/rise+to TTajorissues

> ~tn thig chapter, we appss the three challenges
to explore the problem of exposing interference bugs il\multi-threaded systems using seax@
based approaches? and provide eg#ztgh evidence to aitherzéjet® braeeept our thesis hypothesis
based on the effectiveness of the Sear@ed approaches in solving the problem. We use the
knowledge from the previous study and solve the problem of generating test data to maximize
the possibility of exposing interference bug pértarn in multi-threaded systems using seau@
based approaches like stochastic hill climbing and simulated annealing Anthe-context-ef~the
tree \elra es:

Due to various interferences among threads, concurrent programs are problematic to de-
velop and test, in spite of their many benefits with respect to performance. Concurrency
is built around the notion of multi-threaded programs. A thread is defined as an execution
context or a lightweight process having a single sequential flow of control within a program .A
thread is typically created using a start() method and terminates once it finishes running.
The state of a thread changes between being runnable or not runnable. Inserting delays in
the execution of a thread is an efficient way of disrupting its normal behavior. The inserted
delay shifts the execution of the subsequent statements by the time equal to the delay. If, by
doing so, an event in one thread overlaps with another event in another thread, in the same

time frame, there is a possibility of an interference bug.

Bradbury et al|(2006]) mentioned fifteen possible bug patterns that could affect the normal

behavior of threads and cause severe problems to concurrency. Out of them, we considered

;e interference bué palApeA because Ai_g/ils\/o e of the most commonly encountered bug and

can lead to undesired behavior, if uncaughtf{Park (1999)); |Software Quality Research Group,|
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Ontario Institute of Technology (2010}. An interference bug occurs when (1) two or more
concurrent threads access a shared variable, (2) at least one access is a write, and (3) the

threads use no explicit mechanism to prevent the access from being simultaneous.

4.0.1 Interference Bug Sequence Diagrams

Figure shows a sequence diagram with the normal behavior of a PUT, before the
introduction of any delay. Figure [4.2] shows the sequence diagram describing the behavior of
the same PUT after a delay has been injected, exposing an interference bug.

In Figures and a master thread creates child threads and shares some data with
them. In the normal, expected behavior (without the bug), illustrated in Figure , each
child thread accesses the shared data sequentially, so that every thread has the last version of
the data when it reads it. When we inject a delay just before a child writes its modification
to the shared data, as shown in Figure [£.2] another thread reads a wrong piece of data and
may produce incorrect results.

The interference bug may also appear when two write events happen at the same time.
To expose this bug, we intend to find out the maximum number of write pairs aligned in the
same time frame in two threads. Thus, we frame the issue of identifying interference bugs as

an optimization problem, which we solve using optimization algorithms.

4.1 Approach

Given a multi-threaded program, the interleaving of threads depends on the hardware
(number of processors, memory architecture, etc.) and the operating system. There are as
many schedules as there are environmental conditions, schedule strategies, and policies of
the operating system when handling threads. Among these schedules, there could be a subset
leading to the expression of one or more interferences. In general, the exhaustive enumeration
of all possible schedules is infeasible, and in an ideal situation, all threads would run in

parallel.

4.1.1 Challenge 1/: Problem Reformulation

Any real hardware/software environment will deviate from the parallel execution envi-
ronment described above. From the threads’ point of view, any deviation will result in one
or more delays inserted in their fully-parallel delay-free execution. Figure [1.4 summarizes the
execution of four threads, where each thread performs four read and—or write accesses. For the
sake of simplicity, let us assume that just one delay is inserted in a given thread. This delay

will shift the thread’s computation forward in time, and possibly cause some memory write
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Figure 4.2 Behavior of the same PUT with an injected delay, exposing an interference bug.
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access(es) to happen in close proximity, leading to the possibility of exposing an interference

condition.
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Figure 4.3 The virtual platform on which the - " h -

PUT is mapped : each component except for

the processors has zero latency, and OS calls

are trapped and executed externally Figure 4.4 Concurrent Threads Example

Concretely, at 102 ms the first thread writes into a memory location a value and, given
the schedule, no interference happens. In other words, two threads do not attempt a write at
the same time in the same memory location. However, if, for any reason, the thread schedule
is different and, for example, thread 2 is delayed by 2 ms after the first writing then a possible
interference happens at 122 ms between threads 2 and 3.

The event schedule depends on the operating system, the computer workload, other
concurrent programs being run, and the scheduler policy. Therefore, enhancing the possi-
bility of exposing an interference bug via testing for any foreseeable schedule is a challenging
problem that has been addressed in several ways, from search-based approaches |Briand et al.
(2005} 2006) to formal methods Flanagan et Freund (2008); Tripakis et al|(2010)). The higher
the number of available CPUs, the higher the number of scheduled threads and events, and
the more difficult it is to manually verify that any two threads will not create an interference
under any possible schedule. The example in figure shows a larger system, with a higher
number of threads and a longer execution time. Also in this case, the delays would be inser-
ted in a similar manner between events (taking into account the longer execution time). In
general, we believe that our approach would be able to increase the chances of exposing the

interference conditions for systems of any size.

4.1.2 Challenge 2/@ Fitness Formulation

Let the PUT be composed on N threads. Let us assume that the i'* thread contains M;

events; let ¢; ; be, for the thread 4, the time at which an event ( a memory access, a function



43

call, and so on) happens and let i* be the thread subject to perturbation, the thread in which
a delay A will be injected before an event p. Finally, let a; ; stands for the action performed
at time ¢; ; by the thread i. Because ReSP allows to precisely track memory accesses as well
as times, to simplify the formalization, let us further assume that a;; equals to 1 to show
that it is a "write” action to a given memory cell or 0 to show some other action. Then, our

objective is to maximize the number of possible interferences Nypter ference :

N M; My
Nlnterference = gl;?i’i { Z Z Z 5<a’i*,ka aiyj)(s(ti,ja ti*,k + A)}

i=1,iix j=1 k=p

under the constraint ¢; ; > ¢;« , + A, and where §(x,y) is the Kronecker operatorﬂ.

We want to maximize the numbers of alignments, two write events coinciding at the
same time occurring in the same memory location, using Equation [4.1] Unfortunately, this
equation leads to a staircase-like landscape as it result in a sum of 0 or 1. Any search strategy
will have poor guidance with this fitness function and chances are that it will behave akin to
a random search.

If we assume that a delay is inserted before each write event in all threads, then all threads
events will be shifted. More precisely, if A, ; is the delay inserted between the events j — 1
and j of the thread 4, all times after ¢; ; will be shifted. This shift leads to new time 7 for the

event a; ; :
J
Tig(ai) = tij + Z Ak (4.1)
k=1

Considering the difference between 7 ;. (a;,.j,) and 7, j, (a;, ;. ), when both a;, ;, and a;, ;.

are write events to the same memory location, we rewrite Equation [4.1] as :

A11,.ANN

N M,
Nlnterference (U)?”Zte) - max E E
Jr

> Z ! (4.2)

iq?éir jq 1 + |Tiqnjq (a/iq’jq) - TiT’jT (a/i“jr>|

under the constraints 7;, ; > 7,4 and a;, ; = a;; = write to the same memory location.

1. The Kronecker operator is a function of two variables, usually integers, which is 1 if they are equal and
0 otherwise (§(z,y) = 1, if x = y; or 0 otherwise).
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Equation [4.2]leads to a minimization problem :

M,

N
Nlnterference (wmte) = min E E
Jr

A1, AN Ny -
Ty

> i(l - : ) (4.3)

by L+ [7ig g (g gg) = Tiv i (i)

For both Equations and , given a 7, ;. (a;,;,), we may restrict the search to the
closest event in the other threads, typically : 7, j (ai, ;) > T, j,(@i,5,) & T, j,(ai,5,) <
Tigjs (@ig.j,). Under this restriction, Equation is the fitness function used in the
search algorithms to inject appropriate delays in threads to maximize the proba-
bility of exposing interference bugs (if any). This equation also solves the staircase-like
landscape problem because the fitness function is sum of real numbers, providing a smoother

landscape.

4.1.3 Challenge 3/ : Scalability Analysis

We want to analyse the effectiveness of the search based approaches when the input
search space domain is varied from as small as 1 sec to as large as 1000 sec. The input to
the program is the delay which will be injected before every thread event. Thus for analysing
and comparing the scalability of the approaches, we vary the injected delays from small to
large to see their effect on the performance of the approaches. Our parameter to compare the
relative performances is the number fitness evaluations each approach requires for aligning a

pair of write events.

4.1.4 ReSP/): Parallel Execution Environment

Due to the non-deterministic behaviour of the multi-threaded environment controlling the
thread execution becomes difficult. In our work, we control the environment by tuning the
parameters we want to control using a platform ReSP. ReSP provides a deterministic parallel
execution environment without external influences we use a virtual platform, namely ReSP
Beltrame et al| (2009). ReSP is a virtual environment for modeling an ideal multi-processor
system with as many processors as there are threads. ReSP is also a platform based on an
event-driven simulator that can model any multi-processor architecture and that implements
an emulation layer that allows the interception of any OS call. ReSP allows access to all
execution details, including time of operations in milliseconds, accessed memory locations,

thread identifiers, and so on.



45

To create our parallel execution environment, we model a system as a collection of Pro-
cessing Elements (PEs), ARM cores in our specific case but any other processor architecture
could be used, directly connected to a single shared memory, as shown in Figure 4.3 The-
refore, our environment makes as many PEs available as there are execution threads in a
PUT, each thread being mapped to a single PE. PEs have no cache memory, their intercon-
nection is implemented by a 0-latency crossbar, and the memory responds instantaneously,
thus each thread can run unimpeded by the sharing of hardware resources. This environment
corresponds to an ideal situation in which the fastest possible execution is obtained.

We use ReSP to run our unmodified test cases without (except when injecting delays)
and to calculate the threads’ execution time for validating our results. We use ReSP’s ability
to trap any function call being executed on the PEs to route all OS-related activities outside
the virtual environment. Thread-management calls and other OS functions (sbrk, file access,
and so on) are handled by the host environment, without affecting the timing behaviour of
the multi-threaded program. Thus, the PUT perceives that all OS functions are executed
instantaneously without access to shared resources. Because all OS functions are trapped,
there is no need for a real OS implementation to run the PUT in the virtual environment. This
is to say the PUTSs are run without any external interference. The component performing the
routing of OS functions, referred to as the OS Emulator, takes care of processor initialization
(registers, memory allocation, and so on) and implements a FIFO scheduler that assigns each
thread to a free PE as soon as it is created.

The main difference between our virtual environment and a real computer system are
cache effects, the limited number of cores, other applications running concurrently on the
same hardware and other interactions that make scheduling non-deterministic and introduce
extra times between events. In our environment, the full parallelism of the PUT is exposed

and the only interactions left are inherent to the PUT itself.

4.1.5 Problem Modeling and Settings

As described above, the key concepts in our thread interference model are the times and
types of thread events. To assess the feasibility of modeling thread interferences by mimicking
an ideal execution environment, we are considering simple problem configurations. More com-
plex cases will be considered in future works ; for example, modeling different communication
mechanisms, such as pipes, queues, or sockets. We do not explicitly model resource-locking
mechanisms ( semaphores, barriers, etc.) as they are used to protect data and would simply
enforce a particular event ordering. Therefore, if data is properly protected, we would sim-
ply fail to align two particular events. At this stage, we are also not interested in exposing

deadlock or starvation bugs.
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From Equations and [4.3], we can model the problem using the times and types of
thread events. Once the occurrence write events has been timestamped using ReSP, we can
model different schedules by shifting events forward in time. In practice, for a given initial
schedule, all possible thread schedules are obtained by adding delays between thread events
(using Equation [4.1).

Our fitness function (what an expression of how fit is our schedule to help expose
interference bugs) can be computed iterating over all thread write events. The fitness com-
putation has therefore a quadratic cost over the total number of write events. However, for a
given write event, only events occurring in times greater or equal to the current write are of
interest, thus making the fitness evaluation faster (though still quadratic in theory).

In general, it may be difficult or impossible to know the maximum delay that a given
thread will experience. Once a thread is suspended, other threads of the same program (or
other programs) will be executed. As our PUTs are executed in an ideal environment (no
time sharing, preemption, priority, and so on), there is no need to model the scheduling policy
and we can freely insert any delay at any location in the system to increase the chances of

exposing the interference bug.

4.2 Empirical Study

The goal of our empirical study is to obtain the conceptual proof of the feasibility and
the effectiveness of our search-based interference detection approach and validate our fitness
function (see Equation [4.3)).

As a metric for the quality of our model, we take the number of times we succeed in
aligning two different write events to the same memory location. Such alignment increases
the chances of exposing an interference bug, and can be used by developers to identify where
data is not properly protected in the code.

To perform our conceptual proof, we have investigated the following two research ques-
tions :

RQ1 : Can our approach be effectively and efficiently used on simple as well as real-world
programs to maximize the probability of interferences between threads?

RQ2 : How does the dimension of the search space impact the performance of three search
algorithms : RND, SHC and SA?

The first research question aims at verifying that our fitness function guides the search
appropriately, leading to convergence in an acceptable amount of time. The second research
question concerns the choice of the search algorithm to maximize the probability of exposing

interference bugs. The need for search algorithms is verified by comparing SHC and SA with a
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simple random search (RND) : better performance from SHC and SA increases our confidence
in the appropriateness of our fitness function.

One advantage of this approach is that it has no false positives, because it doesn’t intro-
duce any functional modification in the code : if a bug is exposed, the data are effectively
unprotected. Nevertheless, we do not guarantee that a bug will be exposed even if present, as
the approach simply increases the likelihood of showing interferences. The chances of exposure
are increased because the manifestation of interference bug depends on the thread schedule
and we, unlike other approaches, manufacture the schedules that maximize interference.

It might be argued that a data race detector does not need the timings of write alignments
to be so accurate. But as we are dealing with a fully parallelized environment, we target
specific instances and align the events with much more precision than what required by a
data race detector 7. Basically, we are pin-pointing the event times with accuracy.

Our approach can also be used in cases where it is enough to have two change the order of
two events to verify the correctness of some code. Once the events are aligned, an arbitrarily
small additional delay would change the order of two events, possibly exposing data protection
issues. The correct use of locks or other data protection measures would prevent a change in

the order of the events.

4.3 Results

To answer our two research questions, we implemented four small synthetic and three
real-world multi-threaded programs with different numbers of threads and read /write events.
Table provides the details of these applications : their names, sizes in numbers of lines of
code, number of threads, and sequences of read and write access into memory. The “Events”

column shows the various events with a comma separating each thread. For example, the

Table 4.1 Application Details

PUTs LOCs | Nbr. of Events
Threads
Matrix Multiplication 215 4 RWWR, WWWW,
(MM) RRWW, WWRR
Count Shared 160 4 WWW, RRW,
Data (CSD) RWRW, RW
Average of 136 3 W, RW, RW
Numbers (AvN)

Area of Circle 237 5 RW, RWW, RRW,
(AC) RWRW, RWWRW
CFFT 260 3 WR, WR,

WRWRWR
CFFT6 535 3 WRWRWRWRWRWR,
WR, WRWRWRWR
FFMPEG 2.95 4 WRWRRR, WR,
WR, WR
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Table 4.2 Execution Times for Real-World Applications, in milliseconds

CFFT CFFT6 FFMPEG

16 17 16 17 16 17
SA 3118 5224 27443 20416 1562 4672
HC 3578 4976 27328 21943 1378 5100
RND | 113521 | 107586 | 342523 | 339951 | 59599 | 133345

thread events in column 4 for row 3 (Average of Numbers) should be read as follows : Thread
1 has just one write event, thread 2 has a read, followed by a write event, and thread 3 has
a read followed by a write event.

We believe that our results are independent of the execution system or architecture : our
approach aligns write events among threads on a virtual system, and exposes data protection
issues regardless of the final execution platform. Similarly, when applied to applications of
any size, the interference conditions are exposed irrespective of the number of lines of code

that the application may contain.

4.3.1 RQ1 : Approach

RQ1 aims at verifying if our approach can effectively identify time events configurations,
and thus schedules, leading to possible thread interferences. We experimented with RND,
SHC, and SA. RND is used as a sanity check and to show that a search algorithm is effectively
needed.

For the three search algorithms (RND, SHC and SA), we perform no more than 10° fitness
evaluations. For the three algorithms, we draw the added delays A; ; from a uniform-random
distribution, between zero and a maximum admissible delay fixed to 107 ms (10* seconds).

We configured RND in such a way that we generated at most 107 random delays A, ,
uniformly distributed in the search space, and applied Equation to compute the actual
thread time events. We then evaluated each generated schedule, to check for interferences,
using Equation 4.3

We set the SHC restart value at 150 trials and we implemented a simple neighbor variable
step visiting strategy. Our SHC uses RND to initialize its starting point, then it first attempts
to move with a large step, two/three orders of magnitude smaller than the search space di-
mension, for 1000 times, finally it reduces the local search span by reducing the distance from
its current solution to the next visited one. The step is drawn from a uniformly-distributed
random variable. Thus, for a search space of 107, we first attempt to move with a maximum
step of 10* for 20 times. If we fail to find a better solution, perhaps the optimum is close,
and then we reduce the step to 10? for another 20 trials, and then to 500 and then to 50.

Finally, if we do not improve in 150 move attempts (for the large search space), the search is
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discarded, a next starting solution is generated and the process restarted from the new initial
solution. We selected the values and the heuristic encoded in the SHC via a process of trial
and error. Intuitively, if the search space is large, we would like to sample distant regions but
the step to reach a distant region is a function of the search space size, so we arbitrarily set
the maximum step of two or three orders of magnitude smaller than the size of the search
space.

We configured the SA algorithm similarly to the SHC algorithm, except for the cooling
factor and maximum temperature. In our experiments, we set r = 0.95 and T,,,, depending

on the search space, 0.0001 for a search space of size 1107 and 0.01 for smaller search spaces.
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search space up to 10 Million sec delay search space up to 1 Million sec delay

Regarding the times to compute the solutions with different algorithms, it is a well known
fact that SHC and SA scale less than linearly with the design space. This fact can be proven
by having a look at the results provided in table [£.2] Table shows the execution times of
various algorithms for computing the alignments 100 times only for the real-world applications
with large search space (10 and 107 ms). It can be seen that despite the increasing size of the
design space, SHC and SA converge to solutions in reasonable amounts of times, as compared
to RND.

Figure reports the relative performance over 100 experiments of RND, SHC, and SA
for Matriz Multiplication, CFFT6 and FFMPEG for a search space of 10" ms. Each time
that our approach has exposed a possible interference, we recorded the number of fitness
evaluations and stopped the search. We obtained similar box-plots for the other applications,

but do not show them here because they do not bring additional /contrasting insight in the



20

behavior of our approach. The box-plots show that SHC outperforms RND and that SA
and SHC perform similarly. However, SA performs marginally better than SHC The missing
plots for CFFT6 in Figure are due to the fact that RND did not find any solution in 10°
iterations, even after 100 runs.

Overall, we can positively answer our first research question : our approach can effecti-
vely and efficiently be used on simple program models to maximize the possibility

of interferences between threads.

4.3.2 RQ2 : Search Strategies

RQ2 aims at investigating the performance of the different strategies for various search-
space dimensions. Our intuition is that, if the search space is not large, then even a random
algorithm could be used. We set the maximum expected delay to 1 sec (10° ms), 10 sec
(10* ms) and 1000 sec (10° ms). As the search space is smaller than that in RQ1, we also
reduced the number of attempts to improve a solution before a restart for both SHC and SA
as a compromise between exploring a local area and moving to a different search region. We

set this number to 50.
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Figures 4.6, Figure and Figure report the box-plots comparing the relative perfor-
mance of RND, SHC, and SA for the first three synthetic and two real-world applications.
Figure [.7 has been made more readable by removing a single outlier value of 28,697 for the

number of fitness evaluations of Count Shared Data when using SHC.
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As expected, when the search space is small, RND performs comparably to both SHC
and SA, as shown in Figure [£.7 However, when the search space size increases, SHC and SA
perform better than RND, as shown in Figure [4.8 and [4.6]

One might argue that in Figure Average of Numbers shows instances where some
outliers for which SHC reaches almost the maximum number of iterations to align the events,
which does not seem to be the case with RND. The explanation is that in small search spaces
RND can perform as well as any other optimization algorithm, sometimes even better. It is
worth noting that even in a search space of 10 ms, there were instances where RND could
not find a solution even within the maximum number of iterations (10° random solutions).
SHC and SA were successful in exposing a possible bug each and every time (in some cases
with higher number of iterations, which resulted in the outliers).

We also observe differences between the box-plots for the Count Shared Data and Average
of Numbers. We explain this observation by the fact that Count Shared Data contains more
write actions (see Table than Average of Numbers. In other words, it is relatively easier
to align two events in Count Shared Data than in Average of Numbers. Indeed, there are
only three possible ways to create an interference in Average of Numbers while Count Shared
Data has 17 different possibilities, a six-fold increase which is reflected into the results of
Figure

Once the search space size increases as in Figure [4.8, RND is outperformed by SHC and
SA. In general, SA tends to perform better across all PUTs.

Overall, we can answer our second research question as follows : the dimension of
the search space impacts the performance of the three search algorithms. SA
performs the best for the all PUTs and different delays.

4.3.3 Threats to Validity

Our results support the conceptual proof of the feasibility and the effectiveness of our
search-based interference detection approach. They also show that our fitness function (Equa-
tion is appropriate, as well as the usefulness of a virtual environment to enhance the
probability of exposing interference bugs.

Exposed interferences are somehow artificial in nature as they are computed with respect
to an ideal parallel execution environment. In fact, the identified schedules may not be feasible
at all. This is not an issue, as we are trying to discover unprotected data accesses, and even
if a bug is found with an unrealistic schedule, nothing prevents from being triggered by a
different, feasible schedule. Making sure that shared data is properly protected makes code
safer and more robust.

Although encouraging, our results are limited in their validity as our sample size includes
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only four small artificial and three real-world programs. This is a threat to construct validity
concerning the relationship between theory and observations. To overcome this threat, we
plan to apply our approach on more number of real-world programs in future work.

A threat to internal validity concerns the fact that, among the four artificial programs
used, we developed three of them. However, they were developed long before we started this
work by one of the authors to test the ReSP environment. Thus, they cannot be biased
towards exposing interference bugs.

A threat to external validity involves the generalization of our results. The number of
evaluated programs is small (a total of seven programs). Some of them are artificial, meant
to be used for a proof of concept. Future work includes applying our approach to other large,
real-world programs.

4.4 Conclusion C ha ¢ Fec

In this

blem of generating test data to maximize the possibility of exposing interference bugsp:mtm

. we proposed an approach to expose interference bugs. We analyse the pro-

as three Challenges/: {@/ C1/: Formulating the original problem of exposing interference bug
pattern as a search problem, ﬂp CZI; Developing the right fitness function for the problem
formulation, and 1@ CS/: Finding the right (scalable) search-based approach using scalability
analysis. We modified the existing problem into a heurissed del ection problem to
align write events in thread pairs. We then proposed a novel fitness function to maximize
the number of write events alignedﬁ and thus maximize the possibility of exposing interfe-
rence bug pattern. We varied the input search space domain from very small to huge for
verifying the scalability of the search based approaches. We used the ReSP platform to si-
mulate the hardware on which a multi-threaded program runs and thus remove the inherent
non-deterministic behaviour of the multi-threaded system environment. ReSP provided an
ideal, fully-parallel virtual hardware environment, without the intervention of the operating
system (in particular of the scheduler) to allow parallel execution of all threads. Using ReSP,
we obtained thread execution times and then we mimicked the scheduler effect by injecting
delays in the thread executions, as any scheduler will just reduce the level of parallelism with
respect to a fully-parallel implementation. We identified the locations and durations of the
delays using our novel fitness function and applying three different search algorithms. We
applied algorithms, namely random search, stochastic hill-climbing algorithm, and simulated
annealing algorithm, guided by the fitness function, to search the space of possible delays to
insert in the executions of threads to expose interference bugs, two or more threads writing

at the same time in a same memory location.
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We report results of our fitness function and the three search algorithms on four small
artificial and three real-world small/large multi-threaded programs. Our results suggest that,
for small search spaces, even a simple random strategy may suffice, while in large search spaces
(with delays in minutes) and thus millions of instructions interleaving two thread’s events,
a stochastic hill-climbing algorithm performs substantially better than random. We thus

showed that our approach can expose interference bugs in these multi-threaded programs.
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Developing and testing concurrent ¢gode is much more difficult than a piece of sequen-
tial code. The prime reason is the norn~deterministic behaviour of the environment in which
the multi-threaded program runs. (Jne cannot control the environment in which the pro-
gram is running. As the environmeyt cannot be modified or controlled, the tester must resort
to indirect means to increase the/number of schedules tested. The environment consists of
schedulers, cache, interrupts, and other programs running. A small change in any of the para-
meters, like temperature of the processor could influence the timings and thus the scheduler.
The scheduler, which is a parf of the environment on which the program runs, determines
the way available threads ruin each program. Another source of non-determinism in multi-
threaded systems is the shared memory access. A shared memory is memory that may be
simultaneously accessed by npultiple threads with an intent to provide communication among
them. In shared memory multi-threaded programs, the deterministic behavior is not inherent.
When executed, such systems can experience one of many possible interleavings of memory
accesses to shared data, dye to the scheduler being not synchronous, which can result in
an indeterministic behaviofir leading to data race or interference conditions being raised.
An interference condition in multi-threaded system occurs when (1) two or more concurrent
threads access a shared vaifiable, (2) at least one access is a write, and (3) the threads use
no explicit mechanism to prevent the access from being simultaneous. Test data generation
using search-based techniqués have prgvided solutions to the problem of testing single and
multi-threaded systems over the yea,rj(l\/[iller et Spooner| (1976); [McMinn et al| (2009); Ey-
tani et Ur (2004§. In_this thesis, we do-a feagibility/st 6t \singSearch-based approaches
to maximize4hie possibility\of exposihg inflrference bug pattern in multi-threaded sysgtems.

We propose a novel formulation of exposing interference bugs in multi-threaded systems,
using search-based techniques. Before exposing bugs in multi-threaded systems using search-
based techniques, we intended to find the major challenges of using search-based approaches
in single-threaded systems. From the related work, we f¢wmal out three major challenges of

N _
using search-based approaches,: \04"\‘(\03

1 Cl': Formulating the original problem as a search problem ,
\ CQ{ : Developing the right fitness function for the problem formulation.
C3 ': Finding the right (scalable) search-based approach using scalability analysis,
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\'/\\/\1)(\5 o\é‘gm'd
e carry out two studies and éﬁ%ﬂy the three challenges on each ¢n them to verify

ir effectiveness. As the first premilinary study, we analysed the three ghallenges in single-
readed systems to study the impact of using search-based approaches| for generating test
data to solve the problem of raising divide-by-zero exception conditions because we felt that
our findings from this study might be applicable to the multi-threaded \systems. We found
that the three challenges C1, C2 and C3 are indeed important and be addressed.
iranortance of C1, C% and C3 from the first part of our

a more complex problem of generating test data

1

Based on the knowledge

1-threaded systems using search-based approaches

ile addressing the three challenges.

Our first study was built on the work of [Tracey et al| (2000) to propose am

and generate test data for exposing divide-by-zero exceptions in single-threaded systems. We
analysed the problem from the point of view of the three major challenges C1, C2 and C3 as :
(1) C1 : We used the formulation proposed by [Tracey et al|(2000)) to translate the divide-by-

zero exception raising problem into a search problem. We reformulated the existing problem

of generating test input data to raise divide—bﬂzero exceptions into gaf equivalent branch co-

verage problem. This transformation essengjally consisted of wrapping divide-by-zero prone

statements with a branch statement (an if JJ/whose condition gorrespondefl to the expression

containing the possible d\'\\z:é’lon by zer

coverage was equivalentyo raising the
ved fitness function/ based the

plex environment compare -threaded systems) /To verify if we can retain our claim

that search-based approaches are as effective in expos} g\bugs for multi-threaded systems

; n l"(,ué@(@(_c
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as they are for single-threaded systems, we proposed an approach to expose interference
bugs using search-based approaches. We removed the inherent non-determinism behaviour
of the multi-threaded environment using ReSP platform to simulate the hardware on which
a multi-threaded programs run and tuning the necessary parameters to maintain a deter-
ministic behaviour of the hardware. ReSP created an ideal, fully-parallel virtual hardware
environment, without the intervention of the operating system (in particular of the schedu-
ler) to allow parallel execution of all threads. We analysed the problem from the point of
view of the three major challenges C1, C2 and C3 as#/4) Cy: We modified the problem
formulation into a search problem by converting it into an equivalent optimization problem
of maximizing the chances of exposing interference bué pattery in multi-threaded systems
by the injection of delays in the execution flow of the threads. To the best of our knowledge,
none of the previous work has solved the problem from a search-based perspective or ap-
proached the problem by manufacturing specific thread schedules and injecting delays. #2)
CQ’: We formulated a novel fitness function based on the problem formulatior, até{#) 07/
We analysed the scalability of various search-based techniques like Hill Climbing, Simulated
Annealing, and Random Search to find the best approach by varying the input search space
domain from very small to huge. We validated our approach on four small artificial and three
real-world small /large multi-threaded programs. Our results suggested that, for small search
spaces, even a simple random strategy may suffice, while in large search spaces (with delays
in minutes) and thus millions of instructions interleaving two thread’s events, a stochastic
hill-climbing algorithm performs substantially better than random. Thu; in the second

study we found that search-based approaches perform much better than random. «lso

We%ned %hesi%oth%s : (o H’?") Confirm our Fhesis.

N .

Sea h—bai?/app roacjies Ci?/e used e ectiVWmte test data Yo expode ingerfp-

rejice conditions ulti-thteaded\Systems.

7

Based on the studies that we carried out involving single and multi-threaded systems, we
can concludethat search-based approaches are as effective and efficient in exposing divide-by-

7er0 exception in single-threaded systems as they are in exposing interference bugs in multi-

threaded systems. awever, it is importartto analyge anld address the respeciive problems
rom thepojnt of Ariew] of the/thrée major chgllengés C1, (2 awd C3. $o we/cannot/Aejett o

thesig’hypothegis from ouy studiés, However further studies are necessary to generalize and

strongly accent the hypothesis.

However, our approach, both for single and multi-threaded systems, has been validated
and verified on few systems. Thus, at this point of time, the approach cannot be concretely

generalized beyond a certain extent. We definitely must apply our approaches to #gye num-

Q grcam
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ber of software systems with varying range of complexities in terms of their functionalities,
number of lines of code, number of threads, etc.

For the single-threaded systems, our approach is limited to generating data that could
expose a divide-by-zero exception. In the future, we would like to extend this approach to
other possible exception conditions like floating point and null pointer exceptions. Moreover,
we would also like to generate test data to expose the exceptions when the piece of code
contains complex data structures like arrays, hash tables etc. We would also like to inte-
grate a chaining approach to better deal with data dependencies and study the testability
transformations required to simplify and make it efficient to generate test input data to raise
exceptions.

When validating our approach for multi-threaded systems, we would like to validate our
approach when the multi-threaded systems would run on a real hardware platform, where the
environment would be non-deterministic. In such a situation, the fitness function might be
needed to be modified to take care of the non-determinism. We would like to extend our work
by enriching our interference model to large and complex systems with more complex data
structures, such as pipes, shared memories, or sockets. The extension would involve modeling
other communication mechanisms than the sharing of a memory, such as pipes, queues, or
sockets. We would also model resource-locking mechanisms, such as semaphores. Another
scope of improvement in to model a similar mathematical models that would expose other
bug patterns like deadlock using mutation operators, as proposed by Bradbury et al| (2006).
Such a model might or might not follow the same philosophy of injecting delays and playing

with them, so as to enhance the possibility of exposing the specific bug patterns.
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